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Introduction  
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 Computer Network is a set of computers and its 
connected devices in which information is 
transmitted or communicated. 

 Usage of computer Network: 

 Resource Sharing 

 High Reliability 

 Time and Money Saving 

 Scalability (Increased Performance) 

 On line services (Banking ,digital library, video conferencing etc.) 



Transmission Media 
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Wired Media 
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 Twisted Pair Cable: it is a common form of wiring used in data 

communication. The wires come in pairs and are wrapped together. It 
is also known as CAT6 or Ethernet cable used for creating small 
computer networks. 

 Advantage :  
 simple &  Cheap 

 flexible,  

 low weight, 

 Suitable for Short Distances ( upto 100 mtr) 

 easy to install and maintain. 

 Disadvantage :  
 Not suitable for long distances,  

 Low bandwidth/data rates (1-100mbps) 

 

 

 



Wired Media… 
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 Coaxial Cable: it is consists of two conductors that share a common 

axis. The inner conductor is a straight wire and the outer conductor is a 
shield that covers the cable from physical dangers and electromagnetic 
interference. 

 Advantage :  
 Basically used in cable TV connection 

 Used for both digital and analog mode  

 Better for medium distances (200 Mtr) 

 High Bandwidth (upto 400 mbps)  

 Easy to use. 

 Disadvantage :  
 Not suitable for very long distances,  

 Expensive than Twisted Pair Cables 

 



Wired Media… 
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 Optical Fiber Cable: Optical Fibers are long, thin strands of glass 

about the thickness of a human hair. They are arranged in bundles 
called optical fiber cables and used to transmit data through light 
signals over long distances.  

 Advantage :  
 Very Reliable Cable Media 

 Zero Error rate 

 Better for long distances (1000 Mtr) 

 High Bandwidth (upto 1 GB/Sec)  

 Secure Data Transfer. 

 Disadvantage :  
 Complex Technique,  

 More Expensive than Coaxial Cable & TP 

 Skilled people are required to install optical fiber cables. 

 



Wireless Media 
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 Radio Waves: These waves are easy to generate, can travel long 

distances and can penetrate buildings easily. That's why they are widely 
used for communication, both indoors and outdoors. Cordless phones, AM 
(Amplitude Modulation) and FM (Frequency Modulation) radio broadcast, 
Garage door openers etc. are examples of radio wave transmission. 

 Advantage :  
 These waves are omni-directional. They can travel in all directions from the source. 

 Cheaper than wired media 

 Easy communication over difficult terrain 

 Provides Communication Mobility 

 Disadvantage :  
 Less secure mode of transmission,  

 Permission from concerned authorities is required for use of radio wave transmission 

 



Wireless Media… 
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 Micro Waves: These waves are transmitted in a straight line because they do not 

bend around the curve of the earth. Therefore for long distance microwave 
communication, high towers are built and microwave antennas are put on their 
tops. The microwave transmission consists of a transmitter, receiver and the 
atmosphere. The Microwave transmission is line-of-sight transmission in which A  
line-of-sight passes through the atmosphere ,originates from a dish antenna, travels 
in a straight line free of material obstacles and received by another dish antenna. 

 Advantage :  
 Free from land acquisition rights. 

 Cheaper than digging trenches for laying cables. 

 Easy communication over difficult terrain 

 Provides Communication over oceans. 

 Disadvantage :  
 Insecure mode of transmission,  

 Susceptible (weak,at risk) to weather effects like rains,thunder etc. 

 



Wireless Media… 
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 Infrared : This type of transmission uses infrared light to send data. These 
waves are used for short range communication (approx. 5m) in a variety of 
wireless communications, monitoring, and control applications. Home-
entertainment remote-control devices, Cordless mouse, and Intrusion detectors 
are some of the devices that utilize infrared communication. 

 Advantage :  
 No government license is required for their use  

 It is a line of sight transmission; therefore information passed to one device is not 
leaked to another device. 

 Only two devices can communicate at a time. 
 Commonly used in PDAs, Palmtops, TV Remotes etc. 

 Disadvantage :  
 These waves can not penetrate (pass) walls.  

 Performance drops with longer distances. 



Wireless Media… 
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 Bluetooth: This technology is used for short range communication (approx. 

10m) in a variety of devices for wireless communication. Baby monitors, door 
openers, and cell phones are some of the devices that utilize Bluetooth  
communication. 

 Advantage :  
 Line of sight between communicating devices is not required. 

 Bluetooth can connect upto eight devices simultaneously 

 Commonly used in Mobile Phones, Pagers,PDAs PalmTops etc. 

 Better for a short range wireless connection. 

 Provides Security and verification in data transfer process. 

 Disadvantage :  
 Slow data transfer rate (upto 1Mbps). 

Note: The technology got its name in honour of Harald Bluetooth, king of Denmark in the mid-
tenth century. 



Wireless Media… 
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 Satellite Link: Satellite links are used for very long distance wireless 

communication which may range from intercity to intercontinental. 
Transmission from the earth to a satellite is known as uplink. Transmission 
from a satellite to the earth is known as downlink. There are multiple micro 
wave frequency bands which are used for satellites links. Downlink frequency is 
always lower than the uplink frequency. 

 Advantage :  
 Satellites cover large area of earth. 

 Fast Data Transfer. 

 Easy communication over distances 

 Widely used by various TV Channels 

 Disadvantage :  
 Very Expensive,  

 Requires legal permissions from Govt. 



Network Devices 
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 Network Interface Card (NIC): An NIC is a device that enables a computer to connect to a 
network and communicate. Any computer which has to be a part of a computer network must have 
an NIC (Network Interface Card / Unit) installed in it. Now a days, in most of the PCs and the laptops, 
NIC is an integral part of the motherboard.  

 HUB: A Hub is an electronic device that connects several nodes to form a network and redirects the 
received information to all the connected nodes in broadcast mode. It is also known as concentrator. 
Hubs can be either Active or Passive. Active hub amplify the signal like repeaters. While 
passive hubs allow the signal to pass from one node to another without any change. 

 SWITCH : A Switch is an intelligent device that connects several nodes to form a 
network and redirects the received information only to the intended node(s). 

 REPEATER : A Repeater is a device that is used to regenerate a signal which is on its 
way through a communication channel. A repeater regenerates the received signal and 
re-transmits it to its destination.  

 GATEWAY : A Gateway is a device, which is used to connect different types of 
networks and perform the necessary translation so that the connected networks can 
communicate properly. 

 Bridge : is a Network device which is used to connect two LANs having same Protocol. 
It works with MAC (Media Access Control) addresses. MAC refers to the physical address 
assigned by NIC manufacturer. 

 Router : is a device that connects multiple networks having different Protocols. It 
works with IP Addresses. (Every machine on TCP/IP network has a unique identifying number called, IP 
Address) 

 



Network Topologies 
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 Network Topologies are a way by which network are physically connected together. Or A 
Topology is an arrangement of physical connections among nodes in a network. Each device in 
a network is called a “Node”. A network can be made in one of the following different 
topologies:-  

 BUS (Linear) Topology: In bus topology all the nodes are connected to a main cable called backbone. If any 
node has to send some information to any other node, it sends the signal to the backbone. The signal travels 
through the entire length of the backbone and is received by the node for which it is intended. A small device 
called terminator is attached at each end of the backbone. When the signal reaches the end of backbone, it is 
absorbed by the terminator and the backbone gets free to carry another signal. This prevents the reflection of 
signal back on the cable and hence eliminates the chances of signal interference. 

 

 Advantage:  

 1. Bus Topology is simple & reliable in very small networks. 

 2. Less Expensive due to short cable length. 

 3. Easy to extend and Use. 

 Disadvantage:        

 1. Fault diagnosis is difficult 

 2. At a time only one node can transmit data. 

 3. In case of cable (backbone) or terminator fault, the entire network breaks down. 

Layout of Bus Topology 



Network Topologies….. 
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Star Topology: In star topology each node is directly connected to a hub/switch. If any 

node has to send some information to any other node, it sends the signal to the 
hub/switch. This signal is then broadcast (in case of a hub) to all the nodes but is 
accepted by the intended node(s). In the case of a switch the signal is sent only to the 
intended node(s). 

       

 

 Advantage:  

 1. It is more efficient topology as compared to bus topology. 

 2. It is easy to expand depending on the specifications of central hub/switch. 

 3. if single node is failed, the whole network is not affected. 

 

 Disadvantage:  

  1. More cable is needed because each node is connected to central node. 

 2 Failure of hub/switch leads to failure of entire network. 

  

Layout of Star Topology 



Network Topologies….. 
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Ring (Circular) Topology: This layout is similar to the Bus except that the nodes are 
connected in a circle using cable segments. Each node is connected with its two adjacent 
nodes. All messages travel through a ring in the same direction (either "clockwise" or 
"counterclockwise"). A failure in any cable or device breaks the loop and can take down 
the entire network.  

       
 
 Advantage:  
 1. Best for Peer to Peer Networking because there is no main computer needed. 

 2. No need of Repeaters. 
 3. High performance because communication does not depend on any one specific device. 

 
 Disadvantage:  
  1. If one node is failed , the whole network is effected. 

 2. Difficult to troubleshoot .  
 3. The entire network is disturbed while appending or removing a node. 

 

Layout of Ring Topology 
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Tree (Hierarchical) Topology: Tree topology is a combination of bus and 

star topologies. It is used in big organizations where Headquarters 
communicates with regional offices. it supports future expandability of the 
network. 

     

 

 Advantage:  

 1. Easy to expand because the tree is divided into subunits. 

 2. Easy to isolate a defective node. 

 Disadvantage:  
  When the Head-end device is fails to operate, the entire network is shutdown. 

 

Layout of  Tree Topology 
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Mesh (Graph)Topology: Mesh topologies involve the concept of routes. 

Unlike each of the previous topologies, messages sent on a mesh network can 
take any of several possible paths from source to destination.  

     

 

 Advantage:  

 1. Easy to troubleshooting 

 2. if one path fails, the message can be sent through other paths. 

 Disadvantage:  
  Installation is difficult: as no. of nodes increase, it becomes more complex. 

 

Layout of  Mesh Topology 
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 Introduction : A computer network may span any amount of geographical area. 

It can be on a table, in a room, in a building, in a city, in a country, across continents or 
around the world. On the basis of area covered computer networks are classified as: 

 PAN (Personal Area Network) :- it refers to a small network of communicating devices in 
the proximity of an individual person.  

 It can cover an area upto 10 meters. 

 PAN can be wired or wireless. 

 Example: when we connect two cell phones through bluetooth, it forms a PAN. 

 LAN (Local Area Network) :- A LAN is a network  of Communicating devices in a room, 

building, or campus. Generally a BUS topology is used in LANs. 

 It can cover an area from 1 meter to 10 KM. 

 LAN is best for small organizations and a limited geographical area. 

 LAN is a private network so there is no rental & regulation schemes like WAN. 

 The speed of LANs lies in 10-100 mbps. (Mega Bits Per Second) 

 Example: A networked office building, school, or home usually forms a single LAN. 

 

 



Network Types… 
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 MAN (Metropolitan Area Network) :- A MAN is a network of communicating devices 
within a city. A MAN is usually formed by interconnecting a number of LANs and 
individual computers. 

 It can cover an area upto 10-100 KM. 

 MAN can be either private or public. 

 It supports both data and voice. 

 Example: Local Cable TV Network of a city. 

 WAN (Wide Area Network) :- A WAN is a network that links a large geographical area 
like a country or a continent. WANs usually contain a number of interconnected 
individual computers, LANs, MANs, and may be other WANs. 

 It can cover an area across the countries. 

 WAN can be either private or public. 

 Private Network such as- ARPANET,SWIFT,NICNET etc., can be used by owners only. 

 Public Network such as- PSTN (Public Switched Telephone Network), ISDN (Integrated Service 

Digital Network) can be used by anyone. 

 Example:  INTERNET. 

 



LAN  V/s WAN 
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Base  LAN WAN 

AREA 1-10 KM Entire countries 

SPEED 10-100 mbps 1-2 mbps 

ERROR Low (due to short distance) High  (due to long distance) 

OWNERSHIP By Single organization By Multiple Organizations 

Example A networked office building Internet  

Internet: 
Internet is a world wide network of computer networks. The work ‘ Internet’ comes from the 
phrase ‘international network of computers’. Access to the internet is provided via a Internet 
Server Computer. This is run by our chosen ISP (Internet Service Provider) or IAP (Internet 
Access Provider). Such as BSNL, MTNL, Airtel, Reliance, Tata etc.  

INTRANET: the network of a private organization is known as Intranet. It is used to allow a 
company to do business online. Other examples are- online polls, livechat etc. 



Network Protocols 
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 A network protocol is a set of rules for communication among networked devices. 

 Protocols generally includes rules of how and when a device can send or receive the 

data, how is the sent data packaged, and how it reaches its destination. 

 There are a number of protocols defined for computer networks:- 

 HTTP (Hyper Text Transfer Protocol):HTTP is used to transfer all files and other data 
from one computer to another on the world wide web. When an HTTP client (a browser) 
sends a request to an HTTP server (web server) , the server sends responses back to the 
client. This transfer of requests and responses is done following HTTP protocol. 

 PPP (Point to Point Protocol):It is a protocol for direct communication between two 
computers, typically a personal computer connected by phone line to a server. Most 
Internet service providers (ISPs) use PPP for customer dial-up access to the Internet. PPP 
is used over many types of physical networks including cellular telephone, phone line, 
and fiber optic links. 

 SLIP (Serial Line Internet Protocol): In this IP Protocol are run on telephone lines. 
There may be error in it. It is used for short term connections.  

 



Network Protocols… 
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 TCP/IP (Transmission Control Protocol / Internet Protocol): It is the basic 
protocol of the Internet. Communication between two computers on Internet is 
done using TCP/IP protocol. 

 TCP/IP is a two-layer protocol. When data is to be sent from one computer to 
another over internet, it is first broken into smaller packets which are actually 
sent. When these packets are received by the receiver computer, they are 
assembled into the original message. This job of dividing the original message into 
packets and re-assembling the received packets into the original message is done 
following TCP protocol. 

 (IP) Internet protocol is followed to ensure that each of these packets gets to the 
right destination. Different packets from the same message may be routed 
differently, but they reach the same destination and are reassembled there. 

 There are a lot of other communication protocols like- 
 SMTP (Simple Mail Transfer Protocol) used for sending Emails. 

 POP (Post Office Protocol) used for receiving Emails. 

 FTP (File Transfer Protocol) used for transfer files on server. 

 

 

 



Identification of computers and users over a network 
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 Once a network has been set up, the nodes can communicate among themselves. But for proper 
communication, the nodes should be uniquely identifiable. This is achieved using MAC Address and IP 
Address. 

 MAC (Media Access Control) address : Each NIC has a universally unique address assigned to it by its 
manufacturer. This address is known as the MAC (Media Access Control) address of the card. It means that 
a machine with an NIC can be identified uniquely through its NIC's MAC address. MAC address of an NIC 

is permanent and does never change.  

 MAC addresses are 12-digit hexadecimal (or 48 bit) numbers. By convention, MAC addresses are usually 
written in one of the following two formats :  MM:MM:MM:SS:SS:SS or MM- MM-MM-SS-SS-SS . 

 The first half (MM:MM:MM) of a MAC address contains the ID number of the adapter manufacturer. The 
second half (SS:SS:SS) of a MAC address represents the serial number assigned to the adapter (NIC) by its 
manufacturer. 

 For example, in the following MAC address:-   00:A0:C9 : 14:C8:35  

 The prefix 00:A0:C9 indicates that the manufacturer is Intel Corporation. And the last three numbers 
14:C8:35 are given by the manufacturer (Intel in this example) to this NIC. 



Identification of computers and users over a network… 
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 IP Address : An IP (Internet Protocol) address is a unique 4 digit hexadecimal number assigned to each 
node on a network. IP address settings of a node can be changed by the user. 

 Every machine in a network has another unique identifying number, called its IP Address. An IP address is a 
group of four bytes (or 32 bits) each of which can be a number from 0 to 255. A typical IP address looks like 
this: http://74.125.45.99    used for  http://google.co.in . 

 To make it easier for us to remember, IP addresses are normally expressed in decimal format as a "dotted 
decimal number" like the one above. 

 MAC address is used only when a specific machine is to be targeted. For example, suppose we want to block 
a specific PC to access some network resource. If we use the PCs IP address, then the PC is not blocked 
permanently as its IP address may change when it connects to the network next time. Instead, if the PCs 
MAC address is used for the purpose, then the job is done! 

 There are two versions of IP addresses: version 4 (IPv4) and version 6 (IPv6). IPv6 32 uses 128 bits (IPv4 
uses 32 bits) for an IP address. Using IPv4 only 2 (approximately 4 billion) distinct devices can be 
addressed. 

 

http://74.125.45.99/
http://google.co.in/
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 Domain Name: Domain Name is a name assigned to a server through Domain Name System (DNS). A domain name 
usually has more than one parts: top level domain name or primary domain name and sub-domain name(s). 

 For example, in the domain name , cbse.nic.in  in is the primary domain name; nic is the sub-domain of in; cbse is the 
sub-domain of nic. 

 There are only a limited number of top level domains, and these are divided into two categories: Generic Domain Names 
and Country-Specific Domain Names. 

 Generic Domain Names: ·com - commercial business, ·edu - Educational institutions, ·gov - Government agencies ·mil – 
Military .net - Network organizations ·org - Organizations (nonprofit) 

 Country Specific Domain Names: .in – India ·au – Australia, ·ca – Canada, .ch – China , .nz - New Zealand       .pk – 
Pakistan .jp – Japan    .us - United States of America. 

 Domain Name Resolution: Domain Name Resolution is the process of getting the corresponding IP 
address from a domain name. It happens as follows: 

  Suppose you mention a URL in the web-browser to visit a website. The browser first checks your 
computer to find if the IP address of the server corresponding to the Domain Name (embedded in the 
URL) is present. If this address is present then with the help of this address, the corresponding server is 
contacted and then the website opens in your browser. Otherwise the browser sends this domain name to 
some specific servers (called domain name servers) to find the corresponding IP address. Once the IP 
address is known, the server is contacted and then the website opens in your browser. 

Identification of computers and users over a network… 
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 Know More! 
 The Internet Corporation for Assigned Names and Numbers (ICANN) is an internationally organized, 

non-profit corporation that has responsibility for Internet Protocol (IP) address space allocation, 
protocol identifier assignment, generic (gTLD) and country code (ccTLD) Top-Level Domain name 
system management, and root server system management functions. These services were originally 
performed under U.S. Government contract by the Internet Assigned Numbers Authority (IANA) and 
other entities. ICANN now performs the IANA function. 

Identification of computers and users over a network… 

Class IP-Address 

0-A 0 to 126 

10-B 128 to 191 

110-C 192 to 223 

1110-D 224 to 239 

1111-E 240 to 255 

Note: 127 is reserved for Local Host 

Cloud Computing : 
This is an emerging area of demand based resource 
sharing, resulting into drastic saving of energy and 
cost. This is also referred to as 'Green IT'. 
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 Network Security is a task of providing security at the boundaries of an 
organizational network by keeping out hackers(crackers) from 
unauthorized intrusion (access) .  

 There is always a threat of some kind of attacks on computer networks‘ security. 
Some kinds of attacks on network security are as follows: 

 Denial of service attacks : A Denial of Service (DoS) attack is an attempt to make 
one or more network resources unavailable to their legitimate(Valid) users. 
Examples of such attacks are: 

 Denial of Access to Information: Corrupting, Encrypting, or changing the status 
of information so that it is not accessible to its legitimate user. 

 Denial of Access to Application: Forced shutting of an application as soon as the 
user opens it. 

 Denial of Access to Resources: Blocking a resource, may be a printer or scanner 
or USB port, of a computer from proper working. 

 Denial of Access to a Website: Continuously sending bulk(More) requests to a 
website so that it is not available to any other user. 

 



Network Security… 
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 Intrusion Problems: An Intrusion problem is an attempt to mischievously steal 
some information from someone's computer. Examples of Intrusion are: 

 Snooping : snooping refers to gaining unauthorized access to another person's or 
organization's data. This may be done in a number of ways: 

 By getting someone's login information by casually watching what he/she is typing. 

 Reading the files on someone's computer in an unauthorised manner 

 Using some softwares which keeps track of the activities and data being sent or received on 
someone's computer. 

 Eavesdropping or spying :refers to gaining unauthorised access to another person's or 

organization's data while the data is on its way on the network. This may be done in a 
number of ways: 

 By setting up parallel telephone lines. 

 By installing some software (spyware) in the target computer. 

 By installing some receiver which captures the data while on its way. 
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 To protect a network from security attacks, a number of steps are taken. These steps include: 
 Login-Password : By assigning login names and strong passwords to the users of a system, it can 

be ensured that only authorized people access a computer. 
 Firewall : A firewall is a hardware device or a software that is installed to monitor the data 

entering the computer/Network or leaving it. A firewall permits only that data to enter or leave a 
computer/Network for which permissions have been granted by the computer/network 
administrator. 

 Anti Virus Software: These days anti-virus softwares work against not only the virus but also 
against almost all kinds of malware. Therefore by installing a full version legal (not the pirated one 
or freeware) anti-virus software network security can be increased. 

 File Permissions : A data file on a computer can be created, read, or modified. An application file 
can be run or executed. File access permissions refer to privileges that allow a user to read 
(r),write(w) ,or execute(x) a file. 

 Intrusion Detection System (IDS) :  is the art and science of sensing when a system or 
network is being used without authorization. This system monitors all activities of a 
network. 

 A good security policy must be able to be enforced with security tools. 
 Disconnect from the internet when away. 
 Using “always on” Internet connections such cable and DSL increases your chances of some 

infections and intrusions as your PC is always connected to the Internet. 
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